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Abstract: Momo, a popular mobile social application, has attracted a significant number of malicious users en-
gaged in illegal online activities such as fraud, online gambling, and illegal lending. The detection of these mali-
cious users is of great importance. However, the loose social relationships between users and the limited textual
content on Momo have made it challenging for existing methods to accurately characterize user features, resulting
in low detection accuracy. To address this issue, a malicious user detection method based on the analysis of user
spatio-temporal behavior and static attributes was proposed. Firstly, a user spatio-temporal information dataset was
constructed by collecting user online time, location, and abnormal labels data provided by Momo’ s location ser-
vice. Then, the differences in online time and location distribution between normal users and malicious users with
abnormal labels in the dataset were compared to analyze the spatio-temporal behavior characteristics of malicious
users. Subsequently, the temporal behavior characteristics of users were characterized by the online probability of
users in different time periods, and the spatial behavior characteristics of users were characterized by the degree of
clustering of users” historical location distribution. Finally, the obtained spatio-temporal behavior features and gen-
der attributes were combined to train a user classification model for malicious user detection. A malicious user de-
tection experiment was conducted based on 1,894,917 data points collected from 67,280 Momo users. The results
demonstrate that the proposed method could effectively detect malicious users, especially for those with fewer his-
torical content publications. The proposed method exhibits significantly better performance in correctly classifying

malicious users compared to representative methods such as SybilSCAR and DatingSec, with an improvement of

10 %

over 4.6% in AUC-ROC and over 19.88% in AUC-PR.

Keywords: Momo, malicious user detection, spatio-temporal behavior, machine learning

0 35

2l BRI ) P R AR T #8 Bh#E 58 B
) ZmAT, BABA . TUE SR S A K
BMH IS BT P KR, FEbE R
MR T B P k8L (LBSD, location-
based social discovery) AR 451461, % AR %% 7t ¥F
R E B B ab 3R A B BT AR S, HRe
WA I P B AT EOR, MR AR R
SR, LBSD MRSSAETT A A2 K FEIR, WA
WERHARA TIRTERE, AL A A
LBSD Iz 55 K BLF T A 7, FFad i By S AT
VEDw BfiiE S, B4k, LBSD R4 R fin
FH P AE T BE 2 e e, A A P A7 A S
TR P B B R BOY, DRI, e R
HUS I R Bh A AE N TR R R S, A RTH
VAl SV S o (1 S L e MR S e i
=9

T, FEAS & SR A B E SN
RE P At N\ 5% e 5 Al N 2 i 00, 8 B B e
i, H P ETGER R R, R H
HoAR P 25 BB P P B S R AL Brbrad
FEIR, X FF R R R A A R I 25 AT A
MR PPAL SR AL T 255,

ARIEA ] R R A, DA R AL
BB PRI E S PR BRI R
AR E AR AR, ETRERS
TE 5 FH P 18] B A A2 285 4 2 S R0 38 i o),
S RINER BT RN S I R A R AT
BEAT DT ZE SR, XSO e ek
ATOURAE, ISR r R, AT AS: 10 %
BRPRUO22 BT, BB R AR D9 b A2 NS AT
&, MR R ZIRENLE, SOV RA L, X
FPEEE TR R BRI T EELLE R
B, 2 R AT R BN R AT R
AT F P KA B AT D (S I 5 R M LA
T SEERR, BIAES R P IR AE R B ki
JS2FH F) B AS E A5 2 RE AT AR 08 . VR B S vk
1.

BEoxr L3 i A, ASOR I B B LBSD AR 55
BT M BRI BRI, IFx i AR
& R P I S AT AT 0, KRB ¢
W ORRZE R T B 22 SR AR LR 18] e 4
SO E D ATRAE, AR N R IK SR
Jr b A 75.9%. FETZRIL, AR T
AR T PN AT A B R B B R A S
KRIVT e IR T P AEAS RIS 6] BUA



54

WSS H TN AT g 5 A P 00 H7 ) B P S P R ik 145+

FELEME AR AR F P I AE LRI () s, AE 9P
I AT 9HFAE . IR, A A SRR A
(R0 S AR R R, RSt -T R A
AR 8 B8 SR At A FH P i S A B 3 A 1 B ARR
&, AENH PR EAT ORI, A, Ra M
Iy AT ORI S A R I, IS & 1 7 S5
%, WZREER T R AR, SR 25 RN, P
SRJTIERENS A RO N B A AR T, HA A
JP SR AT AR ARSI, B ik AL T
AR,

A EEGTRRA T

D ORI T R 2 S AT ORI
ARSI T —E T AT BUR B Sh AR U
Fe, EZAGTTHEEE T 67 280 MBAFAH 7 A TF
PR . @I B A IR SBRE
FELRIN Rl 4 S2 AR o ARFAE, #8531
Iy 47 AR, JF DL A s F P N 23 AT
N -

2) Wit TR AT AT O R A
) Jegs A R R P P AL I 5 2 o 2% 75 3 F B
FUZ B A A LRI (R A7 B A5 BORRAEF 4y
ik, AT DA RA AR 3L 04 P P )52 5k SR AT BR
R B3 SRAT SCA N A X R PR RE SR . SEIG 4
KL, PRI iEAE S P AT B P SR sl 54
FEATRRIOTE DL, IR B ARRIEN A,

1 MExXIE

1.1 #AXRFESEERPEN

TERT I AE 26 41 22~ 6 3% 2 F P IR 0 sk TAE
o, FEARERE TR E AT H P KA
BEAT NN ETT I,

56— ITIEE R FH R AL AT 5 R ) I 45
f, HUUEEH S5 IEE - P R EEA A
AT HERFIWEG R P o Cao 5 OLKg Bl BL I AE 5F 1
FIANMAZ KRR, HTAERBAELH ML K
YU P . Gong NS H T SybilBelief, 1X
M IR S NESE, i T e B A S SRR
FEAE P 2% TP )T RUEEAT SRR, RIS FhRRAIE
YGRS, R IX 3 IR 49 ORI
F 1. SybilSCARI'IAI SYBILFUSE! 46 & 1 3%
TRENLIEE FE I BB OTIER A, DR
TR P R . Li R A R R M

LRI SR, B AT AN R BT AR 2 R
KAKWPAERE RS, 2 EE T F A
FEAZ LS . Wang SIS H T —AMIME 7 2RAESE,
I X 2 SE A0 (5 AW AR R0 4T s bR, JR4h G
I A B 25 S RO sS4 R AR M SR A I A =

BRI AT R R AT N R BAT N,
T S R PR E I AR R 2 BT N SRR AE SR A
P2 F P . Al-Qurishi 25000 1 43 41 F 7 % A
PIZS . A58 5 & A0 P S k) 3 AN D THD ARy
FIE, SH ARG WU K AR A 52 ) 24 B I i 25 B A AT
NG . He SUTRKG F P AT 25 R =
FIWLEI N F % & A P A T AR, @i 9
AN R S BRI R PR B
Shen ZEUSTAR 38 FH P B Atk 95 R} 5 47 S 28 HLRRAE
ST AMEAR BN HESS,  BEES AT ABH 1%
FUHEIAANETE B o Breuer 2210V B H 7 B
VI A RAT N5 P 6 5 B — e R
B, g 3BT U A S B WAL P e A 1R SR SR A
HESERHP . XuZPN@dREHLKRE
W B P R B O R AE, R 2 B E
R4 2% 20050, SO 2 FhR A 0 BK 5 m R
FE5r25. Saeed 25PN 2 4 M st 4 % Reddit B vh
TR IR 1 P AT AT, il NS AT
R R BT AR S E 7 . Zha S22 0}
P 28 18 5% AR 5 R R BRVE K P, I R 4 K A
FEERAPGEERNAENERGRIREREEEE,
DB TR VE K - AG I e
1.2 ETFTLBSDRSHWA A EN

MR8 B B4 ) LBSD AR %5 B4 KB T
VEAIE SE A7 75 F 7 B A7 BB B R oMk 2 ) AL, )
XL T A A A I b 2 338 A B P 5 38 B B B
AR RS . Ding S B R5 B 55 (LBSD fij
25 3R [B] (R B3 P BE B D A7 AE BE AL AR 22 )
T K 2R R A S RSB R e A
SE AN [7] 4 5 B B B IR LS BE BaA 5, SR AR
=& 53k, s2alxt B bs P BRDRL B 58
Bro N T SEHUREHESR, Wang ZEPLK & AL F2
Oy MBI AN E AL AN IR . B IR, B
B2 R, R e U LI g5 A ] 46
M BT, R FHWIE B AR B AT
SEANT o ZITIETEAN EIREE T I8 AR



146 - W2 5515 1.2 2 4

10 %

ELAE S5 R A 58 1 A7 £E T8 ORI E AL il D) ZR AR
151 P B et /e VB o el 11 B B =R DAV R PR
0 I 0T 5 /) AR i EE B I b B X TR ) 4 AR
SIS B 0 B3 BAE P IR R B E A . AE
BeIEAt b, SCHR[24-25738 1 4 1 LBSD ik 9515 3K
KRB — B3R T e RS FE . &0k R S Bl
ML I R, Peng SELROIBETH T — B T80l 10 &
K7k, $em T AESEPRINEL T B P g ALK
Polakis 55755 i 5@ A7 1) 8 3E AT 7 45 24 Ak 4
W, AN EANES, HRRIhSI X
Facebook Messager. Skout %52 #8422 W H H
FURENT . Shi ZE 28Ut il N A4 T —F e T
IIAL e/ e B e E 7325, 1% 5 iR I R ik o BE
B9 5 ELSEER B G2 AR i E i BE B 5 LS
FRE A AW G R, R R/ L S Bk
FR B ARG v H AR R A B, AEORIE
SENAE I RIINHLAY, 1 e R Rk

=1
2 BEENEA

AT A 4B A F B B LBSD AR 55 1S P A B
AL BR B T3, (R B RE AR SCE A o ) ) R AT
T X
2.1 FFALBSD BR5 i+ EPEFE A P ALE ¥R

TEATCH, 38474 Ba BE B S8R AR T
(1) 22 B AR PR A IRED, JF B T ey E
T ERE O BRI AT A B AR, DA%
MBI IRERE R PSS . R, BERE
BRI AR AL AR A, B IRET ) B B S
) LBSD Ik 55 #5165 K HAs P BEES d,« d,v d)
53 BA 3 AN EREF AR BR[O, DA 3 AN RE 5390
SRELBE B AR F P BRS8N R TR 3 AN, ¥
3AN I AL I Ak i T B S FIL0 X 3k 1 200 R B
PP AL B AL bR T B 45 SR

® st
%E AR P
S )
e ] HAsH P
*’ BT FE X

LBSDJl 554%

K1 FIH LBSD IR 454 it =3 i B A TR 1155 - A
Figure 1 Constructing a trilateral measurement model using LBSD
service to calculate user coordinates

2.2 [EIRERE X

B u, HBMH{ oex VR, WRiEE
PEE A S u, 2 E BRI,
P, = 1Rmu, AERH P, 3, = 0K R u, NIEHH
Foo Hp, e {01} AIHHAMT RIS Xk
v

®1 HSRHEEX

Table 1 Symbols and definition

(iR TE L

v Mgt

J PREFPEH P I BE RS SR

e P BIFELI [ e

x R

u; i

P; et

L TEL ML H A

ANN R IT AT R £

c LTe S

T FrE il R ES

il DT SIS AR =
n ARBR A R AN 5

y T A AR /N AR RS
Vi PR B hR%E
Vi R PR B TS

3 HiRSHE

AR B B P (5 AR T 1 AR SO AT
AR B REAT 2
3.1 PEFERAPIEERE

A SCAE ] 22 SN ES 5 Appium HEZE S £Y
PEAREE AR, e AU R N FaBA R RE e (12
TSR, {3 T Appium HE 42 4 15 1) £ 4 48 42
REF 3 Ui B R S BREAT IR RSk, N T
RIPUH 7 AR 6], R IRE R E A EE
HRTELH

W2 fros, 3T RaFER A B “ BT 0T
[, HEAS U AR R VR VR — D REIREE M, Ui
RPN e R R ey ANUR DN S B iU D
ME—FR IR (5 ID) BT i 4E (xpath B
SENLTT R AL E, MR SRS S . T
E R SOAE BT i 7 SR



55 4 3] WHUFIE ST . He T I 34T 9 5 s S Wk 20 M E0 B B 1 S ) P Al O vk .+ 147+
s Fﬂ.ﬁ i
* ==

45T M IDEkxpath
R N

2 i Appium $2 R RS ) DL AE B
Figure 2 Extract Momo App page information with Appium

32 HIRENA

¥ BT, A SCm i R e
B o SN R SR A S A3 DX IR AT T K
WA S R TAE, BRI D yngznons
Dgpangtiai M Dcpengpue 1% 5 TAE I 18] Be 23 550 9
202246 H 14 HE 202248 A 12 H. 202348 A
28 HZ 202349 H26 H, ZilH4E7T 672804
FEBE P R 1 894 917 458 dis, a1ty N 28 e
KWL 2 PR o, RICTHF RN 1T
W RV F A AR ARG A - A THE BT
Tt HTXEHPEERESATIRET
TR, A TEAN BB 5 gt 450
KEH IR N R AR SS . BJE, N TR
R AL, ATEAN U Bk s, R AT H
BRI RGAETHE LN L. REENE,
AICH R ME— BRI P S A P ID AT T
B A A A B, (2 4 4 TAEA R AL BT AT
F AL

®2 BEHNABEER

Table 2 Data content and format

PREFID HAID BEES/m RN TELRI /s

P u, 1100 5 1657 111 242
)2 u, 900 B8 1657 111 264
Py u, 1000 & 1657 112276

4 BARPERZITASH

AATHBAREE D gy gmon TIE T 5 57
AR R T P AR 2RI TR) RN T B A AR 20 A RF
FEHEAT X B3 4T
4.1 FAPBEYTAS

T B ECE S P R, B3
I AEIR T 4 K rp B/ IR SRR PN I
WA R RE L] . AT LUE B E R P
05:00~12:00 I 8] Bt (1) 7 2 bb 451 B 2 AR T 1= H
F1, T TE 00:00~05:00 5 12:00~24:00 I 7] B [ £
LB E m T IEW P X2 REB R P
B SR A BE N A — R AR, AR 2RI B A
TR O [ o R, U R AR R I ZI B A
BRo DR, ARSCEE R DS A P R IR 2R I
B fl R S R e A, AR SO IR I A
FRPRIAE 22 i 160l >R 220 1 FH P PO IR TR) 47 M ARRAIE
42 RBPRZEITAS

AT E SR =3 I VA S g s
ML EAKR, SRIEXTIER PSR D AT
B AT 0 L 2 T
421 LARHE

BT A SRS BRI A ST
CIAHE P EI T S B A bR . 25 HL P u, BT I
R 6 = (11,0 ) () oo (1, ) [ SET,

p2

(11, ) FE7% 1, IS VB p, BB P, OB S A o



148 AT SN ceceird 510 %

R

B 2% T

& & 20%

2 <

& 15%} / b

H ~ Eij 15% P

EIE 10%] ™ = N h

i mo10%

Boosyf P Y ;

Y o —— EHE L 0 - L% P

? R g R

b 0

B 0000 06:00 12:00 18:00  21:00 B 0000 06:00 13{:00 18:00  21:00

] il
(a) 2022/06/15 (b) 2022/06/16

)

;o 20% 2

B

< § 20%1

g 15% =
\

t \ N Ho15%-

B 0% =

’éﬂg ‘L\ 4 10%*\ #

iﬁ; 5% - E] e . /"’

il — W sl - B

? R & R

ey

0 g ol . : .
B 00:00 06:00 12:00 18:00  21:00 = 00:00 06:00 12:00 18:00  21:00

P Ji]
(c) 2022/06/17

P JH]
(d) 2022/06/18

K3 4RPAFI TR B IEH P 58 R N B

Figure 3  The proportion of online activities between normal and malicious users during different time periods within 4 days

A6, R I ) B AR AR BT & 3 AN AN [RE
BRACRAE T={(1,d,).(1,,d,5),(15.d 5) 1 R
Ja, 4 R, R =10 E T AT Ak
br, JEECCAERE S5 H AR P A BE BN B AR P AR
3 AR A X AR N SE AL S R . KBSl
ZiRRY), PHBEM B EALIR ZE 60 m BLPY,
X M F P R D S A B 3 A AT TG S R R
ZOTER A P A EZ AT, M R
AT AT S e, B0 S B AR AR

RIgm 17— FAETHSE AR PRI RE AT BE 2 K
AEIESL, FTEUE R p, 5 p, 7090 T 08:19 A110:19

@ st
s
9 H bR
’\ FFAE X 35k

B4 Al =100 E ik S AR
Figure 4 Calculate coordinates using the trilateral

measurement method

RIu,, FEIX 2h ] ICIERIIE u, 46 240 F #f 1EIR
B, XEPHEMRN AR . N TN G
BURE E AL 25 R R, 7 ELRIE TR E P 21D
SEI A 227N T 1he

#3 REEFERERNZIE—RF
Table 3 The probes detect the same user at
different times

REFID 1D TELR N [R] FH #/m
12 u, 2022/08.01 08:19 800
P> u, 2022/08.01 08:40 1100
D3 u, 2022/08.01 10:19 950

422 AFFHAHHT

A E il 2 B P 5% EHE PR
A E AR R, e SEER P
WIS B A 2. BREREA I HERD,
N7 SRR b I S SRR A P R A
Boml, TPETmA A ES R E
ApbREcR . HAAOREL, H e, MR T A E AR RS
BRI E BEAREAT 4, R TR AR A
MZES; #%&, NTa8—4d, REZANER



54

F P 0 B Az 20508 B (R AL AR B B X (], 7R TR
FARER A I BOR [RI B B . IR Rk T
DUME R —H N IES - 5B ER P s S ®
I B AR ECE R AP JET BT, AR
LIRS I 79 422 AN S AL B AR AR A IE
WP E79 714D LA B AR bR da, FET 3k
1R AR 2 B ], B 5 s, B R
FoRAAAR SR . AT LA BIFE B S (1 b 2 ]
o, SRR IR DT S B A A e SRR IE
F T s r B AR bR SR AR X Ik Pt o, L R
S TAF P A

BT ST R % R P s A AR
MR D 850, A SCE P 35 B i 4T fe
H2ANN) Sk HE— 25 1R F P A7 B A b SR S T
B o BARTHE R

ANN = & (1)
Dy
>d,
Do="] @)
. 0.5
D= 3)
n/A

b, d e i IR S ELABE B . A FIHUE
N A BT AR B R B AN U DX 35K M T T AR
Do R TFA MR 1 HE B AT AL B 5 2 T8 )T 3
WUNBE B, D2 BT A s 4 T35 50 43 A # 2
R 25 5 R B RS ANIN B 10 5 L L 6 TR
2 ANNAE KT 1, 3R AR AR 5 5] Hh 73 A1 76 3
BRI N, 2 ANNAE/N T I, U R7R AR b 5
fiw 7] R AR 4R

(a) IEHWHF

Wi A . e T I 25 A7 g 15 5 25 A P 40 A 110 B o 2 P 0 e P P Al g 4 + 149+
X EE K ::.’
°
0000 e
o9 o
o000 0 0g®

(a) #5353, ANN>1 (b) JRIBERGMES AT, ANN<I
Ko A2 A S A R A3 B ) ANN A
Figure 6 ANN values corresponding to different spatial
distribution states

X b IE P P S B A AR T
F (%) ANN H [F) R 575 2 P47 0007 1 P S 5 Ak
AR . B, AR AR N R A
T, HiHESANEERH P I ANN{E; #
FH, ST, WRIEZA NS SE R
AL B AL FR B X [R], 7 IR FH P AR A B
ML E 10 AR B2 IES H P, el &
ANNJRRBME. WE 7R, EBEH P EAR A
PR X T Y ) ANNE BB/ FIERH . X
RO, CEER R AR TR RS (]
6(b)) o RIAH T 5 FH 7 (1) A bt 7T BB 46 H 7E 5K
NFE S EERME AR, BB TR A
TRREIAS, K B 25 o B AR B 48 e Ak b, BITE
— BT B A P AR bR e R A T A, U
EANMREST A, FHANNME BT 4k
BT, SO @k H 3R B P g s A7 B AR I TR 4
T2 o 20 ] FH P () 23 (B0 AT NARFAIE
43 MHRlEE

TEAAS R, SRR —REE R 2
HAFSHEANER LR ACRIESE
PG, RIMEZH P EAE RN, HAK
SRS ) T 1 R A A

5N
0-270.597.6
270,597.7-766,693.2
9 766,693.3-1398.087.6
1398.087.7-2,119,681.2
2,119,681.3-3,021.673.2

e i . , - 3,021.673.3-4.284,462

S I 4.284,462.1-6,359,043.6
0 M 6,359,043.7-9,065.019.6
g B 9,065.019.6-11,500.398

(b) BRI

KI5 IR S Ak i R

Figure 5 Coordinate point density map of normal and malicious users



C 150 - W2 5515 1.2 2 4

10 %

0.60. ® Eﬁm}i’
w SBRERP
0.551
Z ]
g 0.50
<
0.45 1
0.40 4

5 Q B D P D a5 D D S
VS W T e W

A bRgCR:
K7 IEH A SRR R A [F AR AR X AT ANN B
Figure 7 ANN values of normal and malicious users in different

coordinate intervals

W 8 fon, fEIEH H BRSSO H P A
o SR A P T, TR
PR, VP S ETE 75.9%. Hil T
O EE Djpengrnon T BT A HEAL 10.33%,
T AE % 7 5 HN 89.67%,  1E I # & i
TR Bk, EEHEPEAFRE L
i SO PR 5 Lt £ SRR, SH
PR BV P EE G, 5 AR
FEE PR A S E RS

ER ,
BRI
Btk

BAF
S

20%  40% 60%  80%  100%
P NS

8 YIRS LM NS L

Figure 8 The proportion of male and female users

A S A TR R B L X A
PR E AR AT, BRI A
PSR P o0t 2o Pk O B ANE A, KPR B E N
LA BT SRR R EERR. BEE R
RIERA, B AT RE A 55 1 P B 17 JE
FoAtls F BOsEAT W, AT A B AR ATTH AN B
T 55 1 0 P BN ANETE B F . R,
AR A ARG % R A B AR —

5 ARgwit
AT BSOS R AT A R

BEXTIEHLER T P S AT AR A T . B
945 U7 E I R BEAESE, Fomid B 3P EUH
AT JREAE R ) o A Sk S U A P P o 7 e
BEH.

ZAESE B 4FR A AR, o R B AR
JZ HINZ S BT RS IUZ AT ZE . 12
FAR AR E R 3A LA R R 4 B b
FUEE: TEMNE LR A 5 BAE A
N AFEERENEE H AR P BRSSP AR LR )
PAKF PG TERFIESRIUE H, BT N
REAE SRS B [ AT R AE B A, 43 i)
FH P 3 SR AT 0 AT P 5 ER AR BEE 5 E 2 ) (1) ff - 32F
ITRHESREL e, AP ST ARHES Pk
SEME, FRIG AT S 2 P PR ASAR D,
OFRIEFHP, 1FREEHD. BTk, &
SCREVELIRIA F 7 i 2 AT R A T
5.1 BHETAFHESREL

BT B E R PR E RN
I T A, A5 38 i P AEAS R ) B PR 7
LR B SR AT I FH P 200 F8E () E 2RI B) A 47«

T, A T S AR A A R A
KRB O; R)a, PRETELRS A5 H 6%
MR E N ERN MES =
(B0t} #d, Lhr (min) A HAK 24 h
I3 BN e A TR TETRG s — AN e B 2
FoRL = {10, e WIIRIRE T LR TER
#HN0, FEEREME 10 R, BESeTH
LA <i<n)BWERILA, EXNITEL0<i<
k) N1 BEH LA TTRERELLOMLERN
S [R) B PRI TE 2R

ERYEAE S, B PRETTE ¢ B 2038 5k
B B B U, e R BRAIE B B SR B P A
I ZITELR, (EE IR THAEENEETT
A P REELL . WM LR A s,
ERAEE DL R, u B JRTELk, TREFEERRET (] s 3
LB — W u, AELRId k. SR, BT LBSD RS
BEALHESE 40 B FH Y, AFAE SRR LBSD IR 5514
RAGER M u, MEETEERIRRE s + o (a NBEL
IR AR — R u, IFELRIE . FHr<s+
a(a>s), WIAE L rp b g 4776 25 I 1] 8] B [X 7] )
TE N u, NEL, W FIHUE KT 5o



Ham Wi A . e T I 25 A7 g 15 5 25 A P 40 A 110 B o 2 P 0 e P P Al g 4 <151
i 3,
= IIIIIEIIIID
=
) 1Illlllllllllilllllllllllll
A
!
Iy i P P R
R O S |
2 @ % VSR IR 1] 7] Rl ) 7 e BB %
% DBSCANE % & T
; R
= T & f t, t
= = v v v
kgl %9 - ¢¢ = 1 ) 0
AR | ekt |
A
i
< it AL I 1] P
Lﬁ
prrnrrr——
ﬁ f“lﬂ B S i | REHBE H b3 P B S | i
= * o me e
1
E \ 4 \ T
HE2 wes o bemm e mm e
9 Uy R AESE
Figure 9 The principle framework of the proposed method
v (o L 2 ; 5.2 ZEETAFHELRE
N Lo S E SO G A AR A IR S 4
annne |12|°| [ == . ki DBSCANRO SRl o
TELER

0 - a4

B0 R 2 LRI [ R Ny A [ e [6] B 78 26 =R

Figure 10 Map online time to online probabilities for different

|P1 P> 0|0|0 Ps

time periods

B TR SR AR I FE o 6 MRER A XA,
I GRS P38 BF 8.2 min S — IR BE A
BT P, Bl s = 8.2, A SCARE 496 4k vk A
Ft=10. 7=20. 7=30. 7=40%f24 h#:47>
B8, F TR Dy ongznon VAN ISR T P R
MR IE . W 11(a). B 11(b). B 11(d)
HOR R BLH I PE e e th 2R I 1 T 5 0 4
B E )P BUER DN, SRR
AP MR ML RIS 2 ES, N X )
B i ) R R R, S80S 2 A B
s WE 11(b)ATR, 20 min AR FERE], #
IR HUE € 24 20 min.

BARRATIRIS, HHERERE. £R2R/K
AKRIP NG, E SRR A A R B B R R
AAKR 28 MR SRR A AT T 5. BRI 4RI
PR SHE 60 m, X K AT SR BE
ARPR TR ZEFE 60 m AN, 1% 2 B RE 8 1 Rt
JUER] s AR 7 SO A — AR, S
)7 ARV

P 12 52 X6 25 7 1) D S o L AR bR B 5 HEAT
RRBEER, EHHNGERER T AR
%, AT LAE A AL AR R A L R 6 MR .
NT G VPAGRE N AR AR SR AR S, A SO A
Priml? A B A A b R R BB 25 . LA TT LA
IR NE A AR AT R, g
B, BRI BB AR BR R B S . A
Prim 5L SR A2 AR ER A4 R foe /N A OB R R
By, A SRAG A 5 N AL AR 8] B 8 JE S E A
P20 75 A AR T P S -



<152 WZs 515 B i F105
. EF AP 15% 1 = EWAF
8% TR TR
5 6% 5% 100
§ W] § 10%
20 ‘ 70 5% . 3
00:00 06:b0 ]2:60 18:00 24:00 00:00 06:00 12:00 18:00 24:00
o 1] o i
(a) =10 (b) =20
10%
30%
8% N
# o 3
B 6% | B 20%
= o =
WS 10%] N — IR P
2% TR 7 BEAP
00:00 06:00 12:00 18:60 24:00 00:00 06:00 12:00 18:00 24:00
o il o il
(¢) =30 (d) =40
PA1L IR PR S G P AL o AN FIUE R - I e 22
Figure 11  The average online probability of normal and malicious user groups at differentrvalues
- AWME L O u, 8 TR DAL LT AR
° — S NI AN R AN N —
. & b @ u, A PR BT ROk A b U
; > ’ frE, BEFRAARFRE SN — .
= = ~ AR T IR BEE R IR T D s B SR AR
734 N > S sy y N
< oo RERE, DAREEHT T (S [847 AIE . BAR Nt 5
2 F B D S A B AR 73 A1 T BRI 78S B S T3
TR PSRRI B 5. 4h T4 R, FFHRARFAE At
Xlkm g fE— R LR SIER AP .

12 F|F DBSCAN HLiZETE AL bR o5
Figure 12 Using DBSCAN algorithm to cluster coordinate points

1
Vi
-1

p=E @

B 13(a) 7 19 2 U8 26 D gy engmon T T IE
PSSR P RS ERE W UE
BEM WA T EO R R, 51IEEH B
HEMALRA . Hd, S u i
KR, ARCATFE AR, 2 R R
0. B 13(b)Rom i I H P 5B P 1
YRR N AR BRI B A L, T DA R
FEURI 2 P 7% A ARAR AL EE S A2 /N T 20m N, %
FEETIERH T PR A AR BE KT
20mirf, SRS IR R R R i 2 2 3
B FEE13(0)F, ARBRIEER Y 0 1)

6 SCIG

6.1 H¥fEHEL

AR S i SR A AN [R] TE) B R E 2R
VENIN TR)RAAE, A SRR SvE v S P ) s fr
BT RN AN RHE . BEAh, PERI
e MNEERHME. Z5E, PRI BRI P
FHIEINER 4 PR .
6.2 IT{hAIEHR

A SCAE L 4 AT 2 A8 B4R AR K P4l T 3 T
EHIVERE, 2 3R T AERRIE # 4 T ATHIAR
(AUC-ROC, area under curve - receiver operating
characteristic) B2, A #f % — 73 [ 2 i £ R 1) T
i (AUC-PR, area under curve-precision-
recall®™) . H o, AUC-ROC & —4p 2K i~
ZAE B4R AR, AR T 0.5 I Ui B 0 2R 4 23



%4 WHUFIE ST . He T I 34T 9 5 s S Wk 20 M E0 B B 1 S ) P Al O vk <153~
1 recision = L. (6)
0.08 4 ER R p TP + FP
EEMP

0.021
0 10 20 30 40 50
FRB
(a) RIFZREF P ARRTE B SRR A% 2
0.03 e TR
EERP
002f |
- .
e
X
0.01
0 50 100 150 200 250
BEE/m

(b) 7 [e) 780 I = 04 ~F-340 552 DA Ao 0 B 12 0 25 P )
K13 ANRIZERUH P AR R b 1 XA P A b ] BE R % 25 12 )
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Table 4 The features used in the proposed method
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Table 5 Dataset description
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Table 6 Performance of different
classification algorithms

Iy REE AUC-ROC AUC-PR
CatBoost 0.850 0.599
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Figure 14  Statistics on the number of malicious user posts in

different datasets
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Table 7 Detection results of different methods when
using only malicious users with a number of posts less
than or equal to 5

WiRrS recall precision
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Figure 15 AUC-ROC values for different methods after grouping
based on the number of malicious user posts
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Figure 16 AUC-PR values for different methods after grouping

based on the number of malicious user posts
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Table 8 Detection results of different methods on
datasets DShangHaiand DChengDu
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Table 9 The effect of different features to detection

performance
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